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Foreword 

This Publicly Available Specification, PAS 56, was sponsored by the Business Continuity Institute1  
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This Publicly Available Specification is based upon the Business Continuity Institute’s Business 
Continuity Management: Good Practice Guidelines, 2002 [1]. 

This Publicly Available Specification has been prepared and published by BSI, which retains its 
ownership and copyright. BSI reserves the right to withdraw or amend this PAS on receipt of 
authoritative advice that it is appropriate to do so. This PAS will be reviewed at intervals not 
exceeding two years, and any amendments arising from the review will be published as an amended 
PAS and publicized in Update Standards. 

This publication does not purport to include all the necessary provisions of a contract. Users are 
responsible for its correct application. 

The steering group of this Publicly Available Specification wishes to acknowledge the personal 
contributions of John Bartlett and Dr David J Smith FBCI to the development of the document. 

This Publicly Available Specification (PAS) is not to be regarded as a British Standard. It will 
be withdrawn upon publication of its content in, or as, a British Standard. 

Compliance with a Publicly Available Specification does not in itself confer immunity from 
legal obligations. 

                                                
1)  The Business Continuity Institute, PO Box 4474, Worcester WR6 5YA; telephone 08706 038783; www.thebci.org 
2)  Insight Consulting Limited, Churchfield House, 5 The Quintet, Churchfield Road, Walton on Thames, Surrey 
KT12 2TZ; telephone 01932 241000; www.insight.co.uk 
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Introduction 

Business continuity management (BCM) should be a fit-for-purpose, business-owned and -driven 
activity that unifies a broad spectrum of business and management disciplines in both the public and 
private sectors, including crisis management, risk management and technology recovery, and should 
not be limited to information technology disaster recovery (ITDR) (see Figure 1). BCM is directly 
linked to corporate governance and establishes good management practice. 
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Figure 1 — BCM — the unifying process3 

BCM establishes a strategic and operational framework to implement, proactively, an 
organization’s resilience to disruption, interruption or loss in supplying its products and services. It 
should not purely be a reactive measure taken after an incident has occurred. BCM requires 
planning across many facets of an organization (see Figure 2); therefore its resilience depends 
equally on its management and operational staff, as well as technology, and requires a holistic 
approach to be taken when establishing a BCM programme. 
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Figure 2 — BCM relationships4 

                                                
3)  Source: Adapted from Smith, 2002 [1] 
4)  Source: Adapted from Smith, 2001 [2]; and Smith, 2002 [1] 
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Many organizations believe that incidents will not happen to them, or that insurance alone will 
enable them to recover effectively from a loss or incident. Insurance is a key component of an 
overall BCM solution. However, while it may provide for the financial aspects of a loss or incident, 
insurance does not provide a method to prevent an incident or recover and rebuild an organization 
or win back customer confidence. 

Whilst bombs, fires and floods capture the headlines, most crises are “quiet catastrophes” that only 
affect an individual organization. These quiet catastrophes have the potential to damage an 
organization’s most valuable assets i.e. its brand or public image and its reputation. Image and 
reputation can be destroyed very quickly unless vigorously defended at a time when the speed and 
scale of events can overwhelm the normal operational and management systems. Effective BCM 
demonstrates this competence and capability and enables an organization to return to normal. 

This PAS is aimed at the person responsible for implementing, delivering and managing BCM 
within an organization (the “BCM manager”). 

NOTE  It is recognized that in smaller organizations this can often be part of a person’s 
wider role. 

It is designed to provide assistance to the BCM manager in understanding and implementing a 
BCM programme. Each BCM manager will need to assess the application of the guidelines given in 
this PAS to their own organization and ensure that its BCM competence and capability meets the 
nature, scale, complexity, geography and criticality of its business activities and reflects its 
individual culture and operating environment. 

All organizations depend upon others to enable the delivery of their products and services to 
customers and clients (the supply chain). As a result, BCM applies across industry sectors and 
cultural divides. The development of this PAS is seen as essential to achieve an effective and 
consistent BCM programme. It aims to provide a generic framework and guidelines for BCM. 

This PAS focuses on each of the six stages of the BCM life-cycle and process. 
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1 Scope 

This PAS establishes the process, principles and terminology of BCM, describes the activities and 
outcomes involved, provides recommendations for good practice and outlines evaluation criteria. It 
is applicable to all organizations, regardless of size or industry sector. 

2 Terms and definitions 

For the purposes of this PAS the following terms and definitions apply. 

2.1 
assurance 

activity and process whereby an organization can verify and validate its BCM capability 

2.2 
backlog processing 

the processing of work that has built up due to a disruption in a mission critical activity (MCA) 

2.3 
business continuity management (BCM) 

holistic management process that identifies potential impacts that threaten an organization and 
provides a framework for building resilience and the capability for an effective response that 
safeguards the interests of its key stakeholders, reputation, brand and value-creating activities 

2.4 
business continuity planning 

advance planning and preparation which is necessary to identify the impact of potential losses, to 
formulate and implement viable continuity strategies, and to develop continuity plan(s) which 
ensure continuity of organizational services in the event of an incident 

NOTE  The deliverable from business continuity planning is a business continuity plan 
(BCP) which is a documented collection of procedures and information that is developed, 
compiled and maintained in readiness for use in an incident. 

2.5 
business impact analysis (BIA) 

management analysis by which an organization assesses the quantitative (e.g. financial, service 
levels) and qualitative (e.g. operational, reputational, legal, regulatory) impacts and loss that might 
result if that organization were to suffer a major incident, and the minimum level of resource 
required for recovery (business impact resource recovery analysis [BIRRA]) 

NOTE  The findings from a BIA are used to make decisions and justify a business continuity 
planning strategy and solution. 

2.6 

business response work area 

work space shared by a limited number of organizations that require facilities to be obtained and 
installed for recovery 

2.7 
business risk 

risk that internal and external factors, such as inability to provide a service or product, or a fall in 
demand for an organizations products or services, will result in unexpected loss 
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2.8 
corporate governance 

system by which the directors and officers of an organization are required to carry out their 
accountabilities and responsibilities for ensuring that effective management systems, including 
financial monitoring and control systems, have been put in place to protect assets, earning capacity 
and the reputation of the organization 

NOTE  For example, all UK listed companies on the London Stock Exchange are required to 
comply with corporate governance code of conduct. 

2.9 
crisis management 

process by which an organization manages the wider impact of any incident until it is either under 
control or contained without impact to the organization or until the BCP is invoked 

2.10 
dedicated work area 

work space provided for sole use by a single organization, configured ready for use 

2.11 
emergency response 

initial response to any incident, focused on protecting human life and the organization’s assets 

2.12 
end-to-end 

in entirety, from start to finish 

2.13 
exclusion zone 

geographical zone agreed between a client and a third party provider of work area recovery (WAR) 
resources within which the third party provider will not provide WAR services to another client 

2.14 
exercising 

the critical testing of BCM strategies and BCPs, rehearsing the roles of team members and staff, and 
testing the recovery or continuity of an organization’s systems (e.g. technology, telephony, 
administration) to demonstrate BCM competence and capability 

NOTE  An exercise may involve invoking business continuity procedures but is more likely 
to involve the simulation of a business continuity incident, announced or unannounced, in 
which participants role-play in order to assess what issues may arise, prior to a real 
invocation. 

2.15 

fit for purpose 

meeting an organization’s requirements 

2.16 
incident 

a situation that may be, or may lead to, a business interruption, disruption, loss, emergency or crisis 

2.17 
just-in-time supply chain (JIT) 

system whereby dependencies for MCAs are provided when required, without requiring storage 
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2.18 
key performance indicator (KPI) 

benchmark measurement based on objectives, targets and defined industry standards 

2.19 
level of business continuity (LBC) 

minimum level of continued output of products and/or services acceptable to an organization in 
achieving its business objectives 

NOTE  LBC can be influenced or dictated by regulation or legislation. 

2.20 
mission critical activity (MCA) 

critical operational and/or business support, service or product related activity (provided internally 
or externally), including its dependencies and single points of failure, which enables an organization 
to achieve its business objective(s), taking into account seasonal trends and/or critical timing issues 

2.21 
mobile recovery solution 

work space (normally syndicated) transported to a location specified by an organization for the 
purposes of work area recovery 

2.22 
operational risk 

risk that deficiencies in information systems or internal controls will result in unexpected loss 

NOTE  This risk is associated with human error, system failures and inadequate procedures 
and controls. 

2.23 
performance measure 

an indicator used to quantify efficiency and/or effectiveness 

NOTE  An example of a performance measure is a KPI. 

2.24 
reciprocal agreement 

two-way arrangement by which organizations agree to use each other’s resources in the event of a 
business continuity incident 

2.25 

reciprocal work area 

work space provided by one organization for use by another in the event of a business continuity 
incident, by way of a reciprocal agreement (2.24) 

2.26 
recovery point objective (RPO) 

point in time to which work should be restored following a business continuity incident that 
interrupts or disrupts an organization 

NOTE  For example, this may be “start of day”. 

2.27 
recovery time objective (RTO) 

time scale in which MCAs must be recovered 
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2. 28 
residual risk 

level of risk remaining after all cost-effective actions have been taken to lessen the impact, 
probability and consequences of a specific risk or group of risks, subject to an organization’s risk 
appetite 

2.29 
resilience 

ability of an organization, staff, system, telecommunications network, activity or process to absorb 
the impact of a business interruption, disruption or loss and continue to provide a minimum 
acceptable level of service 

2.30 
resiliency measure 

activity or facility put in place to absorb the impact of an interruption, disruption or loss and to 
continue to provide a minimum acceptable level of service 

2.31 
resource recovery solution 

plan of action that identifies the specific resource required to carry out recovery actions 

2.32 
response 

action taken to address an incident in order to assess the level of containment and control activity 
required 

2.33 
risk 

chance of something happening, measured in terms of impact and probability 

NOTE  The consequence may be either positive or negative. Risk in a general sense can be 
defined as the threat of an action or inaction that will prevent an organization’s ability to 
achieve its business objectives.  

2.34 
risk appetite 

willingness of an organization to accept a defined level of risk 

NOTE Different organizations at different stages of their existence will have different risk 
appetites. 

2.35 
risk assessment (RA) 

overall process of risk identification, analysis and evaluation 

2.36 
risk concentration 

concentration of MCAs within the same building or on the same site 
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2.37 
risk management 

establishment of culture, processes and structures to manage potential opportunities and adverse 
effects 

NOTE  As it is not possible or desirable to eliminate all risk, the objective is to implement 
cost-effective processes that reduce risks to an acceptable level, reject unacceptable risks and 
treat risk by financial interventions, i.e. transfer other risks through insurance or other means, 
or by organizational intervention i.e. BCM. 

2.38 

risk management programme 

set of controls, processes and structures put in place to support risk management 

2.39 
risk profile 

collection of risks that an organization faces 

2.40 
single point of failure 

sole source of a service, activity or process, i.e. to which there is no alternative, the failure of which 
would lead to the total failure of an MCA 

2.41 
strategy 

vision and direction for an organization, involving the setting of mission statements and identifying 
markets and objectives so that the raison d' être of the organization can be achieved 

2.42 

syndicated or shared subscription work area 

work space shared by a limited number of organizations, configured for general occupation (not for 
a particular organization) 

2.43 
syndication ratio 

number of times that a work area is sold by the third party providers at a resource recovery location 

NOTE  A work area’s availability at the time of business continuity incident could be on a 
first-come-first-served basis or a reduced allocation basis. 

2.44 
vital records 

records (all media) which are considered to be essential to the continuation of an organization’s 
business 

2.45 
work area recovery (WAR) 

provision of (internal or external) pre-designated work space providing the minimum necessary 
equipment and services ready for occupation by business recovery teams at short notice 
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3 Abbreviations 

BCM business continuity management 

BCP business continuity plan 

BIA business impact analysis 

CMP crisis management plan 

E2E end-to-end 

ITDR information technology disaster recovery 

JIT just-in-time 

KPI key performance indicator 

LBC level of business continuity 

MCA mission critical activity 

MIS management information system 

RA risk assessment 

RACI responsible/accountable/consulted/informed 

RPO recovery point objective 

RTO recovery time objective 

SLA service level agreement 

WAR work area recovery 

4 Overview 

4.1 Principles 

The operation of any internal activities or outsourcing of products, services, support or data should 
reflect the following good practice principles and standards. 

— BCM is an integral part of corporate governance but should be undertaken because it 
adds value rather than because of governance or regulatory considerations. 

— BCM should be treated as a management-owned and -driven process. 

— BCM activities should match, focus upon and directly support the business strategy and 
goals of an organization. 

— BCM should provide resilience within an organization to protect and optimize product 
and service availability. 

— As a value based management process BCM should optimize cost efficiencies. 

— An organization and its component parts should be accountable and responsible (see 
Annex A) for maintaining an effective, up-to-date and fit-for-purpose (see Annex B) BCM 
competence and capability. 

— The component parts of an organization should be responsible for and manage their own 
business risk (i.e. business ownership of business risk). The management of this business 
risk should be based upon the individual risk appetite of that organizational area and the risk 
appetite of the organization as a whole. 

— An organization and its component parts should recognize and acknowledge that 
reputation, brand image, market share and shareholder value risk cannot be transferred or 
removed by internal sourcing and/or outsourcing. 
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— An organization’s change management process should consider the implications of any 
change (e.g. new business initiatives, operations, acquisitions, mergers, products, services 
and organizational infrastructure projects) to BCM. 

— All BCM strategies, plans and solutions should be based upon an organization’s MCAs 
identified by a BIA. 

— All BIAs and RAs should be focused on an organization’s products and services in an 
end-to-end production context. 

— An agreed organization policy, strategy, framework and exercising guidelines for BCM 
and crisis management should be published and distributed. 

— An organization and its component parts should implement and maintain a robust 
exercising, rehearsal and testing programme to ensure its BCM and crisis management 
capability is effective, up-to-date and fit-for-purpose. 

4.2 BCM lifecycle (model and components) 

The BCM lifecycle is a continuous cyclical process (see Figure 3). 

 

Understanding
your business

BCM
strategies

Developing and
implementing BCM
plans 

Building and
embedding a
BCM culture

BCM exercising,
maintenance
and audit

programme
management

 

 

BCM

 

Figure 3 — The BCM lifecycle5 

5 BCM programme management 

5.1 Overview 

To be effective BCM should: 

— be a business-as-usual management process driven from the top of the organization; 

— be fully endorsed and actively promoted by the board or the executive committee; 

— have a member of the board or executive committee assigned overall accountability for 
the effectiveness of the organization’s BCM competence and capability (to ensure the BCM 
programme is given the correct level of importance within the organization, and therefore a 
greater chance of effective implementation); 

— be managed at both operational and organizational levels. 

A number of professional BCM practitioners and staff from other management disciplines and 
departments may be required to support and manage the BCM programme. The quantity of resource 
required will be dependent upon the size and diversity of the organization, and may be managed 
using reporting lines and a virtual management structure. 

                                                
5) Adapted from Smith, 2002 [1] 
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It is critical at the genesis of the organization’s BCM programme to design and plan to fully 
integrate the BCM management process and structure into the organizations processes and 
procedures, and thereby assure the elements identified and described in the BCM life-cycle. This 
process needs to include the early appointment of clearly defined and documented roles, 
accountabilities, responsibilities and authorities within the BCM programme. It should ensure: 

— these roles, accountabilities, responsibilities and authorities are clearly understood and 
discharged to people at the right level within the organization, who are empowered to “make 
things happen”; 

— that the BCM process is consistent throughout the organization; 

— that BCM is recognized as a mainstream management discipline by all executives, 
managers and staff of the organization, and it is carried out because it adds value; 

— that BCM is promoted, communicated and explained to the people involved in the 
process so that the objectives and requirements are clearly understood and individuals know 
their responsibilities. 

5.2 Management 

5.2.1 General 

In order to effectively measure, control, audit and/or assure the BCM programme, a clearly outlined 
and documented management process is needed. Roles, accountabilities, responsibilities and 
authorities should all be clearly defined within the BCM programme and throughout the 
organization. This can be done by using assigning each role or function a RACI 
(responsible/accountable/consulted/informed) rating (see Annex A). This will ensure that the 
programme retains focus and that all participants remain interested and keen to contribute. 

5.2.2 Purpose/objectives 

The purpose of the BCM programme management process is to provide ongoing management, 
coordination and governance to ensure that all the BCM activities are conducted and implemented 
in an agreed manner that achieves the organization’s BCM and crisis management objectives set out 
in the BCM policy and business requirements defined through the BIA. 

5.2.3 Outcomes 

The outcomes of BCM programme management should include: 

— overall management and assurance of the organization’s BCM programme so that it is 
effective, efficient and fit-for-purpose (see Annex B); 

— integration of the management process with the organization’s BCM programme and 
lifecycle; 

— awareness at management level that BCM is part of management accountability (i.e. 
ownership and accountability of BCM should remain firmly within the business line and 
cannot be outsourced, delegated or off-set); 

— the robust and ongoing challenge and review of the organization’s BCM risk profile and 
appetite; 

— assurance that BCM is undertaken and based on value-based management principles; 

— a management information system (MIS) that provides details of the current state of the 
organization’s BCM programme, incorporates a BCM risk management framework and 
includes a register of risks or issues, actions, etc.; 

— focusing BCM upon the organization’s MCAs at a product and service level; 

— ensuring that the BCM programme looks at the whole of each MCA, end-to-end, rather 
than looking at individual elements independently; 

Li
ce

ns
ed

 C
op

y:
 r

oy
al

su
n 

ris
kc

on
tr

ol
, R

oy
al

 S
un

 A
lli

an
ce

 E
ng

in
ee

rin
g,

 1
6 

M
ay

 2
00

3,
 U

nc
on

tr
ol

le
d 

C
op

y,
 (

c)
 B

S
I



PAS 56:2003 

© BSI 24 March 2003  9 

— assurance that all the suppliers (internal and external) of services or products on which 
the MCAs depend are assessed to ensure they have appropriate business continuity 
arrangements to meet the organization’s BCM requirements (RTOs, RPOs and level of 
business continuity [LBC]); 

— optimization of BCM cost efficiencies, e.g. use of BCM information elsewhere within 
the organization and streamlining operational activities; 

— optimization of business processes, product and service resilience and availability; 

— assurance that the organization’s BCM policy, strategies and operational framework are 
up-to-date and fit-for-purpose; 

— assurance that all new projects are not “signed-off” without a BIA, risk assessment and 
BCM strategy being in place; 

— the following, agreed and signed-off by the organization’s executive or senior 
management: 

a) a clearly defined and documented BCM management programme; 

b) BCM assurance reports at a predetermined frequency; 

c) a clearly defined and documented BCM policy (see 5.3), principles, strategy and set of 
standards; 

d) an annual BCM review; 

e) a dedicated BCM budget, including other resource management requirements. 

5.3 Policy 

5.3.1 General 

The BCM policy provides the foundation for BCM capability, development and implementation. It 
should be a clearly defined and documented statement by the organization’s executives or senior 
management outlining the level of importance and value that the organization places on BCM. 

5.3.2 Purpose/objectives 

Formal BCM policy is to provide clearly defined and documented guidance as to how BCM should 
operate (i.e. its scope, objectives, purpose, aims, review period, commitments, responsibilities, 
organization, etc.). 

5.3.3 Outcomes 

The outcomes from a BCM policy should include: 

— a clearly defined, documented and approved set of BCM principles, guidelines and 
minimum standards, strategies and operational framework; 

— a clearly defined, documented and approved process for the management and assurance 
of the organization’s BCM programme; 

— the means whereby the organization and its executive or senior management can 
discharge its governance and other accountabilities and responsibilities. 

5.4 BCM assurance 

5.4.1 General 

A fundamental element of a BCM programme is the need to continually monitor, evaluate and 
assure its performance. Performance is usually assessed in accordance with key performance 
indicators (KPIs), but within the context of BCM assurance, performance is measured against the 
defined outputs specified throughout the stages of the BCM lifecycle. 
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In order to monitor, evaluate and assure the performance of the BCM programme, procedures 
(involving defined tasks and checks) need to be put into place to ensure that the programme is 
meeting the KPIs. Annex B includes a broad set of evaluation criteria against which to measure and 
verify the intended outcomes. 

It is important to assure the completeness of the whole BCM programme rather than just the 
individual components and stages, (e.g. plans and procedures), to verify that all MCA processes can 
be recovered to the level required to meet the business requirements. 

5.4.2 Purpose/objectives 

The purpose of BCM assurance is to provide effective and efficient performance monitoring and 
management to ensure the integrity of the organization’s BCM policy, principles and programme. 

5.4.3 Outcomes 

The outcomes of a BCM assurance process should include: 

— a clearly defined and documented list of KPIs (objectives, targets and standards) against 
which to measure the performance of BCM; 

— a defined means for monitoring evaluation and review of these KPIs; 

— defined means (process or system) by which to determine the level of compliance with 
the organization’s BCM KPIs; 

— a level of assurance that the overall management of the organization’s BCM programme 
is effective, efficient and fit-for-purpose, based on achievement of the KPIs and using the 
evaluation criteria in Annex B as an assessment benchmark; 

— the following (clearly defined and documented, and approved and signed-off by the 
organization’s executive or senior management): 

a) KPI assurance reports; 

b) prioritized remedial action plan(s) to implement the agreed recommendations within the 
assurance report; 

c) a monitoring programme to ensure that remedial action plans are implemented within an 
agreed timescale. 

6 Understanding your business 

6.1 Overview 

To establish the critical elements for a holistic BCM programme, five basic questions should be 
asked. These will define the organization’s raison d’être (its key strategic aims, values and 
activities) and enable an organization to establish its MCAs. 

1. What are the key business objectives? 

2. What outputs or deliverables (i.e. products or services) are required in order to meet 
these business objectives? 

3. When do the business objectives need to be achieved? 

4. Who needs to be involved (both internally and externally) to achieve the business 
objectives? 

5. How are the business objectives going to be achieved? 
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Identification of MCAs is essential to enable BCM to aid the achievement of the business 
objectives. Identification of the dependencies, both internal and external, that either support or 
provide input to these MCAs also need to be defined, as do any single points of failure (see Figure 
4). Dependencies that may support or provide MCAs include: 

— human resources; 

— suppliers (internal or external service providers); 

— customers or clients; 

— facilities; 

— functions; 

— processes; 

— materials; 

— technology; 

— telecommunications; 

— data (all formats and media). 

To summarize, the key to understanding a business is founded upon identifying: 

— MCAs; 

— internal and external dependencies for the MCAs; 

— single points of failure of the MCAs; 

— internal and external influences that may impact upon MCAs. 

There are two means by which this understanding can be achieved and the business requirements 
can be defined: 

1. business impact analysis (BIA); 

2. risk assessment (RA). 

6.2 Business impact analysis 

6.2.1 General 

The BIA underpins the whole BCM process. It consists of techniques and methodologies that can be 
used to identify, quantify and qualify the impacts on an organization of a loss of, interruption to or 
disruption of MCAs or their dependencies. It further identifies the minimum level of resources 
required to enable an organization to achieve its RTOs, RPOs and LBC for MCAs. 

The key to a BIA is the recognition that it needs to be conducted in an E2E business service or 
product context and not in the context of individual components, processes or functions. 

A BIA should be undertaken before consideration is given to setting an organization’s risk appetite, 
as it is the BIA and any subsequent risk assessment that informs the setting of a risk appetite. 

6.2.2 Purpose/objectives 

The purpose of a BIA is to identify the business impacts (in terms of loss, interruption or disruption) 
if MCAs cannot continue and the acceptable time period in which the MCAs and their dependencies 
need to be recovered to an agreed level of functionality and operation. 
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Agree 'signed-off' scope and terms of reference of BIA 
with business sponsor

Identify end - to - end MCAs

Provide a list of descriptions for types of impact 
(e.g. financial, operational, etc.)

Evaluate and measure the potential business impact and 
effect, over time, of the loss, disruption or interruption of

MCAs

Non-financial
(operational)

impacts
Financial impacts

Provide a prioritized BCM recovery
profile for MCAs based on RTO

and RPO

Assess organization impact
if MCAs disrupted

Set risk appetite

Identify minimum resource requirements to
provide minimal acceptable service level for

MCAs within target recovery
timescale

Phase 1
Identify measures to

mitigate and control the risk

Conduct a cost benefit
analysis

Phase 2
Identify measures to

fund and transfer the risk

Design business continuity strategy to maximize 
operational resilience

Create business continuity strategy and 
plans

Implement risk management
programme

RA

Identify threats, hazards and
existing controls

Evaluate the likelihood of a
threat event occuring in respect

of MCAs

Prioritize the MCAs that are at
greatest risk

 

Figure 4 — The BIA and RA process6 

                                                
6) Adapted from Rassam , 1999 [3] 
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6.2.3 Outcomes 

The outcomes from a BIA should include the identification and documentation of: 

— organizational aims, objectives and outputs (services and products); 

— E2E MCAs; 

— financial and non-financial impacts resulting from the disruption to, interruption to or 
loss of one or a number of MCAs over various time periods; 

— the BCM objectives for each of the organization’s MCAs (RTOs, RPOs and LBC); 

— the minimum level of resources (phased over time) necessary for an organization to 
achieve the prioritized recovery of its MCAs to a predefined minimum LBC; 

— vital records; 

— key customers, clients and stakeholders; 

— suppliers (internal and/or outsourced); 

— any constraints under which the MCAs need to operate (contractual, legal, regulatory 
and other); 

— the following, signed off by the organization’s executive or senior management: 

a) a prioritized timeline of activities for the recovery of the organization’s MCAs; 

b) a schedule of priorities for BCM and investment in business continuity; 

c) a BCM resource recovery profile identifying the minimum level of resources necessary, 
over time, to achieve the prioritized recovery profile of MCAs; 

d) multi-level BIA criteria (financial and non-financial). 

6.3 Risk assessment 

6.3.1 General 

A major part of BCM is to ensure that the likelihood (frequency and probability) of MCAs being 
affected by an incident is minimized, and an adequate set of controls is defined, implemented and 
appropriately managed. 

Together with a BIA, an RA provides information to enable a business to determine its risk appetite. 

6.3.2 Purpose/objectives 

The purpose of an RA is to identify, define and evaluate the risks faced by an organization in 
relation to its MCAs, in order to establish a risk appetite and a plan of action to address (either 
mitigate or reduce) those risks. The risks may either be internal or external to the organization and 
should be evaluated in terms of their likelihood (probability or frequency). 

6.3.3 Outcomes 

The outcomes from an RA should include the identification, definition and documentation of: 

— the vulnerability and exposure (likelihood of occurrence) of the organization to specific 
types of incident; 

— risk concentration(s), e.g. where a number of MCAs are located within the same 
building or on the same site; 

— a combined BIA and RA to prioritize the focus of BCM and risk controls, enabling the 
setting of a risk appetite, signed-off by the organization’s executive or senior management; 
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— an assessment of types of risk that pose a threat to the organization; 

— the prioritized focus of BCM and risk controls; 

— a risk management control strategy and action plan, approved and “signed-off” by the 
organization’s executive or senior management. 

7 BCM strategies 

7.1 Overview 

In the context of BCM, “strategy” concerns the determination and selection of alternative operating 
methods to be used to maintain the organization’s MCAs after an incident, to an acceptable 
minimum level. Experience and good practice clearly identify that the early provision of an 
organizational (corporate) BCM strategy will ensure BCM activities are aligned with and support 
the organization’s overall strategy. 

There are four basic strategic BCM models: 

1. Active/backup model 
having an “active” operating site with a corresponding backup site for the organization’s 
MCAs (this relies on relocating staff from the active to the backup site where systems and 
production equipment will need to be available, maintained and up to date); 

2. Active/active (split operations) model 
relying upon two or more widely separated (geographically) “active” operational or 
production sites for MCAs. These sites will inherently back up for one another and share 
workload. Both sites will have the capacity to handle the full workload if required; 

3. Alternate site model 
having an “active” operating or production site with a corresponding backup site that 
periodically functions as the primary site; 

4. Contingency model 
having alternative ways of making products or delivering services to cater for the loss of 
normal operational processes and components (e.g. loss of a system or production 
equipment may mean reverting to manual methods). 

When developing an organization’s BCM strategy there are three levels of strategic planning that 
need to be considered: 

— organization (overall) BCM strategy; 

— process level BCM strategy; 

— resource recovery BCM strategy. 

The current trend of developing a “virtual” organization raises a number of specific issues that 
concern the internal sourcing and outsourcing of MCAs; in particular, the dependencies and single 
points of failure and the ability to provide alternative sourcing in the event of a catastrophic failure 
of an MCA provider. This trend, due to the operational and logistical complexity it introduces, 
reinforces the need for the three levels of strategic planning for BCM. 

When developing any level of BCM strategy there are a number of strategic options that should 
always be considered. These include the following. 

a) Doing nothing 
A “do nothing” BCM strategy may be acceptable within an organization’s risk appetite. 
Where this is not the case, an organization may still choose to “do nothing” but should 
recognize that it has increased its risk appetite by taking this approach. 
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b) Processing transfer 
The diversion of the MCA to another organization or alternative part of the host 
organization. Reciprocal agreements can work in some selected services but due diligence 
should be taken when establishing this type of arrangement. Such arrangements should be 
enforceable and subjected to testing via service level agreements (SLAs) or formal 
contracts. 

c) Termination or change 
Deciding to change or end a service, product, function or process should be considered as 
part of the process strategy within the BCM process. This approach is most likely to be 
seen where a product has a limited lifespan. 

d) Insurance 
Insurance cover can provide a financial indemnity to an organization following certain 
defined contingencies. In itself, however, it is not a complete answer, particularly where 
the incident is not an insured event, or where it escalates into a crisis that threatens that 
organization’s reputation, brand, stakeholder value or market share. These may be its 
most valuable assets, and under such circumstances a financial settlement alone may not 
be enough to fully protect the business. A combination of insurance and BCM may be the 
best overall solution. 

e) Loss mitigation 
The implementation and management of risk controls and action plans to reduce, 
minimize or counteract the potential loss. 

f) BCM 
The improvement of an organization’s controls, facilities and preparedness to minimize 
loss, disruption or interruption to its MCAs to ensure they continue at an acceptable 
minimum level. 

7.2 Organizational BCM strategy 

7.2.1 General 

An organizational (corporate) BCM strategy is key to ensuring resilience and high reliability of the 
continuance of the organization’s MCAs at an acceptable minimum level of business continuity 
(LBC). Most organizations require BCM to be developed and implemented within the organization 
design and structure i.e. a “top-down” framework where BCM policy and strategy provides vision 
and direction. An organizational (corporate) BCM strategy is a living document that encompasses 
and unifies other BCM related activities. 

This type of strategy tends to be developed as an “afterthought” by most organizations when a 
number of BCM approaches are already in existence and require to be incorporated into a cohesive 
and integrated BCM framework. 

The organizational (corporate) BCM strategy should make reference to specific areas of the process 
level and resource recovery strategies to enable a smooth transition from one to another, and aid the 
development of these strategies. This is seen as essential due to the inter-dependencies between the 
strategies. 

7.2.2 Purpose/objectives 

The purpose of an organizational (corporate) BCM strategy is to provide a clearly defined and 
documented policy, framework and operational direction to ensure the resilience and continuance of 
an organization’s MCAs to an acceptable minimum LBC. 
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7.2.3 Outcomes 

The outcomes from an organization (corporate) BCM strategy should include: 

— a clear statement of support for BCM by the organization’s executive and senior 
management; 

— the appointment of an executive member of the organization as accountable for BCM 
within the organization; 

— the development of an effective and fit-for-purpose organization (corporate) business 
continuity plan (BCP); 

— defined and agreed risk parameters relating to WAR (where appropriate); 

NOTE  This can include “syndication ratios”, “exclusion zones”, the technology refresh 
period, the time delay for access, etc. 

— the identification of key BCM roles, responsibilities and authorities; 

— an organization risk appetite statement; 

— a BCM policy statement (clearly defined and documented, approved and signed-off by 
the organization’s executive or senior management); 

— the provision of fundamental BCM principles, e.g. business risk stays with the business, 
and how they are to be consistently applied across the organization; 

— an operational framework for BCM (clearly defined and documented, approved and 
signed-off by the organization’s executive or senior management); 

— assurance that BCM is aligned and supports the overall, strategic aims and business 
strategies of the organization; 

— assurance that BCM will enable preparation for key business, legislative and regulatory 
changes; 

— the definition of the BCM relationship and connection with the security and facilities 
functions concerning emergency response and evacuation procedures and post-incident 
salvage and restoration; 

— a statement of how the organization will define and manage its MCAs; 

— provision for all internally sourced and outsourced MCAs to fall within the scope of the 
organization’s BCM programme; 

— a clearly defined and documented management framework and capability to manage and 
coordinate a BCM incident at an operational or corporate level (approved and signed-off by 
the organization’s executive or senior management); 

— the organizational design, financial and other resource profiles and positioning of BCM 
management within the organization; 

— the definition of the BCM relationship, positioning and connection with other risk 
related functions e.g. operational risk management (ORM); 

— the definition of the organization’s approach to internal or outsourced third party BCM 
resource and service specialists, e.g. WAR including syndication ratios, exclusion zones, 
etc.; 

— the approach to be taken in implementing each part of the organization’s BCM 
programme or lifecycle (e.g. BCM maintenance, BCM audit, BCM exercising, BCM 
assurance, etc); 

— an operational crisis management framework (clearly defined and documented, 
approved and signed-off by the organization’s executive or senior management). 
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7.3 Process level (systemic) BCM strategy 

7.3.1 General 

The process level BCM strategy is a documented framework focused upon the resilience and high 
reliability of an organization’s MCAs from both an organizational and industry perspective. 

Every organization should, as a matter of good business practice, define and identify its MCAs in 
the context of products and services. Within BCM this is identified and documented as part of the 
BIA. This applies equally to the MCAs of public and private organizations. The global nature of 
modern businesses, their interlinked dependencies, (automated) processes and high reliance on 
technology emphasize the catastrophic potential and scale of the business impact if the MCAs fail. 
This understanding is not only important to BCM but also provides a clear statement of significance 
to other areas within an organization, e.g. audit, operational risk, information security, and to 
external organizations, e.g. clients, suppliers and regulators. 

Each MCA should have its own BCM strategy, providing a clear statement of how the organization 
will provide protection and BCM for the MCA. 

In determining the process level BCM strategies, they should be clearly linked into the organization 
(corporate) BCM strategy as they have a direct relationship. 

7.3.2 Purpose/objectives 

The purpose of a process level BCM strategy is to provide a documented framework from which a 
resource recovery BCM strategy, BCP and a resultant BCM capability can be developed for one or 
more organizational MCAs. 

7.3.3 Outcomes 

The outcomes from a process level BCM strategy should include: 

— an effective and fit-for-purpose BCP for each organization’s MCAs; 

— agreed principles to be applied when developing resource recovery BCM strategies and 
BCPs for each MCA; 

— the agreed relationship and positioning against the organization’s crisis management 
process; 

— links to the organization’s crisis management capability; 

— assurance that the organization has the capability to define and manage its process level 
MCAs; 

— an organization process MCA risk appetite statement (clearly defined and documented, 
approved and signed-off by the organization’s executive or senior management). 

7.4 Resource recovery BCM strategy 

7.4.1 General 

A resource recovery BCM strategy concerns the deployment of appropriate resources as part of a 
BCP. This type of strategy provides the practical link between the BIA and the development of 
BCPs. 

The resource recovery BCM strategy has a major influence on the BCP for each MCA and is 
directly linked to the requirements defined from the BIA, e.g. if WAR is necessary, then the 
strategy should evaluate and document the specific requirements for: 

— dedicated work area — scale, location and nature (in-house or third-party); 

— syndicated or shared subscription work area — scale, subscription ratio, exclusion zone, 
etc.; 
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— reciprocal work area – scale, location, limitations, etc.; 

— business response work area — scale, subscription ratio, exclusion zone, etc.; 

— mobile recovery solutions — build time, scale, subscription ratio, exclusion zone, etc. 

In determining the resource recovery BCM strategy reference should be made to both the process 
level BCM strategies and the organization (corporate) BCM strategy. 

7.4.2 Purpose/objectives 

The purpose of a resource recovery BCM strategy is to provide a predetermined level of resources 
within a BCP to enable the implementation of the organization (corporate) BCM strategy and 
process level BCM strategy. 

7.4.3 Outcomes 

The outcomes of a resource recovery BCM strategy should include: 

— the identification of effective and fit-for-purpose resource recovery solutions for the 
restoration of the minimum level of acceptable functionality of each disrupted, interrupted 
or lost MCA; 

— a framework that clearly identifies and sets out time criticalities, resources and actions to 
enable the development of a BCP and the capability to achieve the prioritized BCM 
recovery profile of MCAs, their dependencies and single points of failure within their RTO 
and RPO. 

8 Developing and implementing BCM plans 

8.1 Overview 

The content and level of detail within each component part of the BCP is dependent upon the 
nature, scale and complexity of the organization, based upon its risk profile, risk appetite and the 
environment in which it operates. 

In large organizations, it may be more practical to have these components as separate documents 
and refer to each as an individual plan (this is how this section has been approached). Within 
smaller organizations (e.g. SMEs), it will most probably be practical to cover each of these 
component parts within a single document and refer to it as the BCP. 

A BCP incorporates a number of key constructs that include: 

— solutions; 

— time-based objectives (RTOs and RPOs); 

— tasks and activities required to achieve time-based objectives; 

— procedures or processes; 

— information; 

— structure; 

— teams. 

There are two main aspects to delivering effective and fit-for-purpose BCPs and supporting 
capabilities: 

— the formulation of the business continuity solutions, logistics and structure that support 
the plan; 

— the development and documentation of the plan itself. 
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8.2 Business continuity plan 

8.2.1 General 
The development of a BCP does not signify the end of the BCM process but represents a milestone. 
A BCP does not provide a BCM competence or capability; it provides the approach to establishing 
an effective capability. Whilst the plan is of itself important, it is also a representation of the more 
important BCM planning process and a blueprint to “kick start” the response to a business 
continuity incident. Consequently, it should be an “action-orientated” document. 

The BCP should omit the following details as they are not essential to the invocation and operation 
of the business continuity process: 

— BIA; 

— RA; 

— exercise, rehearsal or testing reports; 

— maintenance process; 

— audit report; 

— other non-essential information. 

8.2.2 Purpose/objectives 

The purpose of a BCP is to provide an effective, fit-for-purpose, predefined and documented 
framework and process to respond to an incident affecting the organization’s MCAs. 

8.2.3 Outcomes 

The outcomes of the BCP should include: 

— a clearly defined and documented plan to support the role of the organization’s BCM 
team(s), which is agreed and signed-off by the accountable and/or responsible business 
owner of the MCAs; 

— protection of the organization’s reputation and brand image; 

— maintenance of public, stakeholder, market and regulatory confidence and trust; 

— demonstration of effective and fit-for-purpose BCM and governance to the media, 
markets, customers, stakeholders and regulators; 

— minimization of the impact of a BCM incident on the organization’s stakeholders by 
planning continuity of services, products and resources; 

— a process for the management of the business continuity or recovery of MCAs and/or 
their dependencies within a timeframe (RTO) to an agreed service or production point 
(RPO); 

— the establishment of a clearly predefined and documented BCM response (solutions, 
timeline of activities and the recovery approach) following a business disruption, 
interruption or loss from the initial response to the point at which normal business 
operations are resumed; 

— a clearly defined and documented owner of the BCP; 

— clearly defined BCP roles, accountability, responsibility and authority. 

8.3 Resource recovery and solutions plan 

8.3.1 General 

It is not possible to provide an exhaustive list of potential operational resilience and business 
continuity resource recovery solutions as this will vary dependent upon the activities performed and 
the risk appetite of the organization. However, a range of resiliency measures and resource recovery 
solutions should be considered, prioritized and tiered dependent upon their criticality to the 
organization as defined by the BIA. 
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Examples of some resource recovery solutions include: 

— insurance; 

— WAR; 

— remote working; 

— displacement. 

Where a BCM solution is supported by a contractual commitment it is critical that in addition to the 
option of renewing the contract, the terms and conditions enable the variation (resilience) of the 
agreed level of service provision, i.e. upsizing or downsizing together with their associated costs. 

8.3.2 Purpose/objectives 

The purpose of a BCM resource recovery and solutions plan is to provide the key components that 
support the organization’s BCP and deliver the resource recovery BCM strategy. 

8.3.3 Outcomes  

The outcomes from a BCM resource recovery plan should include: 

— effective, up-to-date and fit-for-purpose BCM resource recovery solutions for MCAs, 
which are agreed and “signed-off” by the organization’s executive or senior management 
and/or business unit manager; 

— resilient and business-continuity-protected MCAs; 

— contracts or SLAs for specialist BCM services, products and resources with either 
internal or external providers; 

— a change control process to ensure that BCM resource recovery solutions for MCAs 
remain effective, up-to-date and fit-for-purpose; 

— assurance that the resource recovery plan can deliver the resource recovery BCM 
strategy; 

— effective and fit-for-purpose procedures to establish the impact an incident has had on an 
organization’s infrastructure or MCAs, i.e. damage assessment. 

8.4 Crisis management planning 

8.4.1 General 

The ability to achieve effective crisis management and business continuity during an incident 
requires strong leadership and coordination between the people responsible, individual site or 
building crisis management and business crisis management. A further critical aspect of an 
organization’s crisis capability is the competence of the crisis management team. 

Failure to put in place an effective and fit-for-purpose crisis management capability and team will 
expose an organization’s brand to unnecessary financial, credit, reputation, regulatory, legal, market 
and operational risk. 

8.4.2 Purpose/objectives 

The purpose of crisis management is to provide an effective, fit-for-purpose, predefined and 
documented framework and process to enable an organization to effectively manage specific 
elements of an incident. This may be of a physical nature (e.g. damage to site), a non-physical 
nature (e.g. damage to reputation or brand), or a security nature (e.g. kidnap or burglary). 
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8.4.3 Outcomes 

The outcomes of crisis management planning should include: 

— support for the role of the organization’s crisis management team during an incident; 

— maintenance of the organization’s reputation and brand image; 

— maintenance of public, stakeholder, market and regulatory confidence and trust; 

— demonstration of effective and fit-for-purpose crisis management and governance to the 
media, markets, customers, stakeholders and regulators; 

— limitation and prevention of the impact of an incident; 

— minimization of the impact of crises on the organization’s stakeholders by providing 
continuity of services, products and resources; 

— the establishment of a clearly predefined and documented crisis management response 
following a business crisis - from the initial response to the point at which normal business 
operations are resumed, which is agreed and signed-off by the organization’s executive or 
senior management; 

— a demonstration to stakeholders that the organization has a BCM capability; 

— a clearly defined and documented owner for crisis management; 

— clearly defined crisis management roles, accountability, responsibility and authority; 

— clearly defined and documented CMP that is agreed and signed-off by the organization’s 
executive or senior management; 

— clearly defined, effective and fit-for-purpose procedures to deal with the management of 
incidents (an incident management plan) that include evacuation, liaison with emergency 
services, internal and external communication, coordination of the response to the incident 
and escalation. 

9 Building and embedding a BCM culture 

9.1 Awareness, training and culture 

9.1.1 General 

Creating and embedding a BCM culture within an organization may be a lengthy process. It may 
encounter a level of resistance that should not be underestimated. Success within an organization is 
primarily dependent upon the following: 

a) BCM becoming an integral part of the organization’s strategic and day-to-day 
management ethos; 

b) education, awareness training and participation being used to effect cultural change 
(merely documenting a BCM strategy and plan represents a narrow and limited method of 
developing a BCM culture); 

c) preparation and delivery of a programme to create corporate awareness and enhance the 
skills, knowledge and experience required to implement, maintain, manage and execute 
BCM; 

d) a vision statement and the visible proactive support from the organization’s executive, 
senior and middle management; 

e) ownership of BCM by the various parts of the organization where operational risk 
originates and resides (not just within facilities or IT); 
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f) commitment to maintain and review the organization’s BCM policy, strategies, 
framework, plans and solutions on a regular basis; 

g) appreciation and recognition of the importance of BCM to the organization and the role of 
individuals within it; 

h) communication to all external stakeholders and third parties (sourced service providers) 
upon whom the organization depends, in both normal and incident situations, of the 
importance of BCM to the organization and their role. 

If these approaches are adopted all those associated with the organization should have confidence in 
its ability to manage during an incident, and the embedding of a successful BCM culture will have 
begun. 

9.1.2 Purpose/objectives 

BCM should become an integral part of the organization’s strategic and day-to-day business-as-
usual operational management as a result of embedding a BCM culture. 

9.1.3 Outcomes 

The outcomes from a training, awareness and cultural development programme should include: 

— a clearly defined and documented BCM vision and policy statement agreed and signed-
off by the organization’s executive or senior management; 

— acceptance and implementation of BCM as a professional management discipline; 

— an organizational culture that ensures BCM activities and considerations are integral to 
the business-as-usual activities throughout the organization at all levels; 

— proactive “hands-on” promotion of BCM by the organization’s executive, senior and 
middle management; 

— an organizational, managerial and staff BCM competence to execute the organization’s 
BCM strategy; 

— an awareness and understanding by the organization’s management and staff of the 
importance of BCM and their roles, accountabilities, responsibilities and authority within it; 

— ongoing BCM education and awareness promotion; 

— a performance management and appraisal system that explicitly recognizes and 
reinforces the importance of BCM; 

— job descriptions and associated skills that include BCM at all levels within the 
organization; 

— a rewards and recognition system that explicitly recognizes and reinforces the 
importance of BCM; 

— an ongoing programme of BCM training for those directly involved in the 
implementation, maintenance and execution of the organization’s BCM capability; 

— a clearly defined and documented management information system to monitor and 
evaluate the BCM awareness and competency of the organization’s staff and managers; 

— production of BCM awareness aide-memoires. 
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10 BCM exercising, maintenance and audit 

10.1 Exercising 

10.1.1 General 

In the past there has been overemphasis on the exercising of IT systems. This is now recognized as 
being an overly narrow approach to BCM exercising. The role of people and their skills, 
knowledge, management and decision-making are the key elements. The need for the rehearsal of 
peoples’ roles is now fully recognized as a critical element within an organization’s exercising 
programme. 

Exercising involves the critical testing of BCM strategies and BCPs, rehearsing the roles of team 
members and staff and testing the organization’s systems to demonstrate BCM competence and 
capability. 

No matter how well designed and thought-out a BCM strategy or BCP may be, a series of robust 
and realistic exercises that test their implementation will identify issues that require attention. An 
exercise should also be used as an opportunity to measure the quality of planning, competence of 
individuals and BCM capability. 

Positive professional commitment and active participation of staff, managers, directors and 
executives of the organization who are confident and aware of their BCM strategies and plan, 
makes BCM exercising more acceptable and enables strengths to be acknowledged and weaknesses 
to be seen as opportunities for improvement rather than criticism. Exercising is essential in proving 
that BCM strategies and BCPs are workable. Time and resources spent exercising BCM strategies 
and BCPs will lead to a fit-for-purpose BCM capability, which is essential at times of crisis and 
uncertainty. 

Good quality exercises rely upon challenging and realistic scenarios, and will clearly identify areas 
for improvement. An exercising programme should begin simply and escalate gradually (see Figure 
5). 

The level of resource necessary to support exercising and testing of BCM for automated systems 
will be determined by the level of business automation deployed within an organization. 

Highly automated systems require “high reliability” (and sometimes “high availability”) and should 
be designed to be tested routinely, in the course of normal operations. These tests should be 
invisible to customers and operations staff alike, and should not create a sense of crisis. Testing 
such systems may entail switching off items of equipment to monitor for any service effects, or 
transferring service to another location with no, or very limited, service impact. 

Less advanced systems may require significant planning and diverting of production resources to 
rehearse separate, stand-alone recovery processes and locations, especially if full use of IT disaster 
recovery and BCP teams are required. 

NOTE 1  It is important that only the resources available during an actual business 
continuity incident are used during the exercise. 

NOTE 2  Failure in the testing context is not a negative result. Testing is designed to 
promote continuous improvement, so a “failure” is considered a positive and beneficial 
outcome. 
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Type Techniques Process Participants Frequency Complexity

Desk check Audit
Validation
Verification

Walkthrough
Plan and/or 
infrastructure

Simulation

Functions

Full plan    

Scenario

Freeplay

Controlled

Timelapse

Unannounced

Live

Tabletop

Individual    
component(s)

Integrated     
components

Review and challenge 
the contents of the plan

Extended desk 
check to check  interaction 
and the roles of participants

Incorporates associated 
plans:
 Business
 Site/buildings
 Communication
 Public relations
 ITDR
BCM resource recovery 
suppliers

Moves to and recreates 
one or a number of 
business functions at 
an alternative
pre-planned site

Close down of entire 
site/building and 
relocation of work

Author of plan
Independent 
checker

Author of plan
Main participants

Main participants
Facilitator
Observers
Co-ordinators
Umpires  

Employees and staff 
in specific business 
area
Facilitator
Co-ordinators
Observers
BC resource  
recovery providers

All employees and 
staff
Facilitator
Co-ordinators
Umpires
Observers
BC resource 
recovery 
providers

High Low

Low High

 

Figure 5 —Exercising types and methods7 

10.1.2 Purpose/objectives 

The purpose of exercising is to evaluate and enable the continuous improvement of the 
organization’s BCM competence and capability. 

10.1.3 Outcomes 

The outcomes of the BCM exercising process should include: 

— a demonstrable business continuity and crisis management competence and capability; 

— verification that the BCP and BCM strategies are workable, effective, up-to-date and fit-
for-purpose and will enable the management, control and coordination of a BCM incident at 
a strategic, tactical and operational level; 

— the training or awareness of individuals involved in using the BCM plan(s); 

— the rehearsal of roles, leading to familiarization of team members and staff with their 
roles, accountability, responsibilities and authority in the operation of the BCM plan(s); 

— testing of the technical, logistical, administrative and other operational systems of the 
BCM plan(s); 

                                                
7) Adapted from Smith, 2002 [1] 
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— testing of BCM organization and infrastructure (including command centres, work areas, 
technology and telecommunications resource recovery, availability and relocation of staff); 

— verification that the BCP incorporates all organizational MCAs and their dependencies 
and priorities; 

— the provision of a mechanism to reinforce business continuity and crisis management 
maintenance and auditing; 

— documentation of exercise results for major customers, auditors, insurers, regulators and 
others; 

— increased awareness of emergency procedures; 

— increased awareness of the significance of BCM; 

— identification of shortcomings and required improvements to the organization’s BCM 
competence and capability; 

— the documentation and evaluation of the exercise to provide the foundation of a signed-
off and time driven “action point” work schedule to improve the organization’s overall 
BCM competence and capability; 

— an amended BCP and BCM strategy that is signed-off by the senior manager of the 
organization as effective, up-to-date and fit-for-purpose. 

10.2 Maintenance 

10.2.1 General 

Most organizations exist in a dynamic environment and are subject to change in people, processes, 
supplies, market, risk, environment, geography, and business strategy. To ensure that BCM 
continues to reflect the nature, scale and complexity of the organization it supports, it must be 
vigorously maintained. 

A clearly defined and documented BCM maintenance programme and processes should be 
established, by ensuring that any changes (internal or external) that impact the organization are 
reviewed in relation to BCM. This should be agreed and proactively supported by senior 
management and should involve a wide range of people in both managerial and operational roles 
from both a business and technical perspective. 

Rather than operating a narrow, plan-based BCM model, the BCM of the whole of an 
organization’s business continuity competence and capability should be maintained (e.g. BIA, RA, 
strategies, etc.), not just the BCP. This critical distinction is frequently overlooked by the 
organizations that consider BCM to be a BCP. 

10.2.2 Purpose/objectives 

The purpose of the BCM maintenance process is to ensure that the organization’s BCM competence 
and capability remains effective, fit-for purpose and up-to-date to meet the business requirements. 

10.2.3 Outcomes 

The outcomes from the BCM maintenance process should include: 

— clearly defined and documented evidence of the proactive management and governance 
of the organization’s business continuity monitoring and maintenance programme; 

— details of all changes to the BCM strategy, the BCPs and the organization’s processes 
and systems; 

— verification that BCM policy, strategies and plans continue to accurately reflect and be 
relevant to the organization’s business strategy, priorities, aims and objectives; 
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— validation of the BIA and risk analysis upon which the BCM strategy and BCP is based; 

— verification that details within BCM strategies and BCPs are up-to-date, accurate, 
complete and capable of enabling the appropriate management or coordination of an 
incident; 

— verification that the BCM capability (including strategies and plans) is updated to reflect 
the lessons learned from exercising and invocation of the plans; 

— verification that BCPs follow a logical sequence, format and structure, and conform to 
industry good practice guidelines and standards; 

— verification that effective change (version) control processes or procedures are in place; 

— verify and validate that the organization’s crisis management competence and capability 
will enable the management or coordination of an incident at an operational, tactical or 
strategic (corporate) level; 

— verify that key people who will implement the BCM strategy and plans remain in place, 
maintain a clear understanding of their roles and responsibilities and are familiar with the 
BCM strategy(ies) and plans; 

— identification and documentation of the date of the last and next BCM maintenance 
together with the person assigned to complete the task; 

— the following, clearly defined, documented, and signed-off by the organization’s 
executive or senior management: 

a) BCM monitoring and maintenance programme; 

b) maintenance report (including recommendations); 

c) BCM maintenance report action plan; 

d) due diligence reports to the effect that the BCM competence and capability of suppliers 
(internal or outsourced providers) of MCAs, their dependencies, and recovery suppliers is 
effective, up-to-date and fit-for-purpose (as defined in contractual terms and conditions or 
SLAs); 

e) effective, up-to-date and fit-for-purpose BCPs, crisis management strategies and solutions 
concerning the organization’s MCAs. 

10.3 Audit 

10.3.1 General 

The BCM audit process plays a key role in ensuring that an organization has a robust, effective and 
fit-for-purpose BCM competence and capability. It has five key functions: 

1. to independently verify compliance with the organization’s BCM policy, strategies, 
framework and good practice guidelines or standards adopted by the organization; 

2. to independently review the organization’s BCM solutions; 

3. to independently verify and validate the organization’s BCP and crisis management 
procedures; 

4. to independently verify and validate that key exercising and maintenance activities are 
taking place, in line with the relevant programmes, processes and the organization’s 
BCM framework; 

5. to highlight key material deficiencies and issues and ensure their resolution. 

The organization’s policy concerning the frequency and triggers for the auditing of BCM should be 
clearly defined and documented within the organization’s audit policy (see Annex C).  
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The BCM audit, like BCM planning, implementation and maintenance, is concerned with a 
complex process and requires interaction with a wide range of managerial and operational roles 
from both a business and technical perspective. The following key considerations should be applied 
to it. 

a) The role and perspective of the auditor and audit function is one of impartial review against 
defined standards. Whilst the auditor may be fully aware of and may identify the reasons for 
BCM shortcomings and organizational difficulties, the auditor should clearly identify the 
BCM competence and capability gaps. 

b) An integral part of the audit is to provide remedial recommendations. 

c) Each stage of the BCM life-cycle may require a different audit approach. The audit 
approach is solely dependent upon the maturity of each stage of the BCM life-cycle. 

d) A proactive audit process should be seen as an enabling process to achieve a particular 
management objective. 

e) The audit process can be undertaken by an organization’s internal audit function, an external 
auditor, or external professional BCM practitioner. The scope of the audit should be material 
to the organization, clearly defined, documented and agreed in partnership with the relevant 
auditee and senior management. Where auditors do not have the requisite professional level 
of BCM knowledge, expertise and experience, they should employ the assistance of a 
professional BCM practitioner. 

10.3.2 Purpose/objectives 

The purpose of a BCM audit is to scrutinize an organization’s existing BCM competence and 
capability, verify it against predefined standards (e.g. the assessment criteria in Annex B) and 
criteria, and deliver an audit report detailing the findings, conclusions and recommendations. 

10.3.3 Outcomes 

The outcomes from a BCM audit should include verification that: 

— issues of operational resilience, e.g. MCAs and their dependencies, have been identified 
and included in the organization’s BCM strategies and plans; 

— the organization’s BCM policy, strategies, framework and plans continue to reflect 
accurately and be relevant to the organization’s priorities and requirements and reflect 
industry good practice guidelines and standards; 

— the organization’s BCM competence and its BCM capability are effective and fit-for-
purpose and will enable management, command, control and coordination of a BCM 
incident; 

— the organization’s BCM solutions are effective, up-to-date and fit-for-purpose; 

— the organization’s BCM exercising programme is being effectively implemented; 

— the organization’s BCM maintenance programme is being effectively implemented; 

— BCM strategies and BCPs are updated to reflect the lessons learned from the BCM 
maintenance programme; 

— a documented change control process or procedure is in place and operating effectively; 

— a clearly defined and documented audit contract and plan (statement of work and scope) 
is agreed and signed off by the senior management of the auditee; 

— an independent audit opinion report is agreed and signed-off by the senior management 
of the auditee; 
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— a clearly defined, prioritized and documented remedial action plan(s) is agreed and 
signed-off by the senior management of the auditee to implement the agreed 
recommendations of the independent audit report; 

— a clearly defined and documented monitoring programme is agreed and signed-off by 
the senior management of the auditee to ensure that remedial action plans are implemented 
within the agreed timescale. 
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Annex A (informative) 
Participants in the BCM cycle 

The roles and functions listed in Table A.1 (not restrictive or exhaustive) are examples of the types 
of roles and functions that may be responsible or accountable or should be either consulted or 
informed during each stage of the BCM process. 

Complete a form such as the one shown in Table A.1 for each stage of the BCM lifecycle. Consider, 
for each stage, which people or functions should be involved. Designate the type of involvement 
required from each role/function in the list (RACI). 

NOTE  Some roles or functions on the list may not need to participate at all. 
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Table A.1 —RACI participants in the BCM cycle 

 

Stage of the BCM process: 

Role or function Responsible 
R 

Accountable 
A 

Consulted 
C 

Informed 
I 

Executive or senior management     

Executive or senior business manager 
accountable for BCM within the organization 

    

Business continuity manager     

Operational middle management     

Operational supervisors and staff     

Professional BCM practitioner     

Emergency services     

Local authority emergency planning     

Health and safety     

Risk management (all types)     

Training and development     

Human resources     

Audit/assurance     

Regulatory     

Legal     

Finance     

Telecommunications     

Technology     

Facilities/property management     

Suppliers of specialist BCM resources and 
services (internal or outsourced providers) 

    

Insurance     

Security     

Communications and public relations     

Unions and staff associations     

Commercial services management     

Relationship management     

Subject experts (where appropriate)     

Suppliers of business services or products 
(internal or outsourced providers) 
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Annex B (informative) 
BCM evaluation criteria 

B.1 General 

The evaluation criteria described in B.2 to B.7 are based on a set of core questions that reflect the 
six stages of the BCM lifecycle. They can be used either as part of a self assessment process or by 
an auditor as part of a formal audit. 

The evaluation criteria have been designed to facilitate a multi-stage assessment of an 
organization’s business continuity and crisis management competence and capability, and can be 
used as benchmark comparators. 

All questions are of equal value and weighting.  

NOTE  The questions themselves do not provide a quality assurance audit. Quality 
assurance auditing requires the assistance of a professional BCM practitioner, and may 
involve a further, rigorous quality assurance review, verification and validation 
(accreditation) process. 

The aim of the evaluation process is to: 

— provide a consistent BCM good practice benchmark; 

— enable and inform the identification of an organization’s BCM KPIs; 

— identify gaps in an organization’s BCM competence and capability; 

— demonstrate and provide evidence that the organization is discharging its legal, 
regulatory and corporate governance accountability and responsibilities. 

B.2 BCM programme management 

B.2.1 Management 

— Does the organization have a clearly defined, documented and approved management 
process to manage its BCM programme? 

— Does the organization use PAS 56 as an integral part of its BCM programme? 

— Does the organization’s BCM programme management process achieve the outcomes of 
BCM programme management as set out in 5.2.3? 

— Does the organization’s BCM programme clearly identify and comply with current 
regulatory, legal and the organization’s BCM policy and principle requirements? 

— Are professionally qualified BCM practitioners involved in the implementation of the 
organization’s BCM programme? 

— Have the overall organizational accountability and responsibilities for the management 
of the organization’s BCM programme been clearly defined and documented? 

— Has the organization successfully demonstrated its BCM (including crisis management) 
competence and capability via exercising, rehearsal and testing or invocation? 

— Does the organization’s BCM programme incorporate the allocation of dedicated 
resources and finance as a part of the annual budget development and management process? 

— Does the management of the organization’s BCM programme focus upon the 
organization’s MCAs at a product and service level? 

— Is the management of the organization’s BCM programme based upon an E2E approach 
in the context of product and service delivery? 
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— Does the management of the organization’s BCM programme provide assurance that 
suppliers (internal and/or outsourced providers) of the organization’s MCAs have an 
effective, up-to-date and fit-for-purpose BCM capability? 

— Does the organization have a Management Information System (MIS) to monitor and 
provide regular reports concerning the status of BCM within the organization? 

B.2.2 BCM policy 

— Does the organization have a clearly defined, documented and approved BCM policy? 

— Does the organization’s BCM policy include the BCM principles set out in 4.1? 

— Does organization’s BCM policy achieve the outcomes of a BCM policy as set out in 
5.3.3? 

— Does the organization’s BCM policy enable corporate governance, the discharge of its 
responsibilities and satisfaction of its legal and regulatory obligations? 

— Does the organization’s BCM policy provide for a clearly defined, documented and 
approved set of BCM guidelines and minimum standards? 

— Does the organization’s BCM policy provide for a clearly defined, documented and 
approved independent audit process including frequency and triggers of the organization’s 
BCM capability (not just plans)? 

— Does the organization’s BCM policy provide for the verification and validation of the 
effectiveness and fit-for-purpose BCM capability of the suppliers (internal and/or 
outsourced providers) of its MCAs?  

B.2.3 BCM assurance 

— Does the organization have a clearly defined, documented and approved BCM assurance 
management process and frequency (cycle)? 

— Does the organization’s BCM assurance process achieve the outcomes of a BCM 
assurance process as set out in 5.4.3? 

— Does the organization have a set of clearly defined, documented and approved KPIs 
(objectives, targets and standards) for BCM? 

— Does the organization have a clearly defined and documented monitoring, evaluation 
and review process for its BCM KPIs? 

— Does the organization’s BCM assurance process provide clearly defined, documented 
and approved management information assurance reports? 

— Does the organization’s BCM assurance process provide clearly defined, approved, 
prioritized and documented remedial action plan(s) to implement the agreed 
recommendations of the assurance report? 

B.3 Understanding your business 

B.3.1 Business impact analysis 

— Has the organization adopted a clearly defined and documented standard BIA process? 

— Does the organization’s BIA process achieve the outcomes of a BIA as set out in 6.2.3? 

— Was the current BIA completed within the last 12 months? 

— Was the current BIA conducted in an E2E business service or product context? 

— Has the organization clearly identified, defined and documented its MCAs (including 
outsourcing of products and services)? 
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— Has the organization clearly defined and documented the RTO, RPO and LBC for its 
MCAs (products and services)? 

— Does the BIA identify resource recovery requirements? 

— Does the organization have a process to ensure that a BIA is carried out as a part of all 
project and change management including new developments of (and major changes to) IT 
systems, services and their sourcing? 

B.3.2 Risk assessment 

— Does the organization have a clearly defined, documented and approved risk 
management strategy? 

— Does the organization’s risk assessment process achieve the outcomes of a risk 
assessment as set out in 6.3.3? 

— Does the organization have a clearly defined, documented and approved standard 
process to carry out an operational risk assessment? 

— Does the organization have a clearly defined and documented process to ensure the 
approved risk methodology, tools, techniques and criteria are consistently applied? 

— Does the organization have a clearly defined, documented and approved organization 
risk appetite benchmark, including the acceptance of residual risk? 

— Has a risk assessment been completed within the last 12 months in respect of the 
organization’s MCAs? 

— Has the organization identified its own organizational and industry systemic risks? 

— Has the organization identified its areas of high risk concentration e.g. one building/site 
with several MCAs? 

— Has the organization introduced risk management controls (an action plan) to eliminate, 
mitigate, reduce, transfer the effects of identified key threats, vulnerabilities, exposures or 
liabilities to MCAs? 

B.4 BCM strategies 

B.4.1 Organization BCM strategy 

— Does the organization have a clearly defined, documented and approved organization 
BCM strategy? 

— Does the organization BCM strategy achieve the outcomes of an organization BCM 
strategy as set out in 7.2.3? 

— Is the organization’s BCM strategy clearly linked to, aligned to and supporting the 
overall strategic aims and business strategies or plan of the organization? 

— Does the organization have a clearly defined, documented and approved BCM 
framework? 

— Has the organization identified key roles, responsibilities and authorities within its 
organization BCM strategy? 

B.4.2 Process level (systemic) BCM strategy 

— Does the organization have a clearly defined, documented and approved process level 
BCM strategy? 

— Does the organization’s process level BCM strategy achieve the outcomes of a process 
level BCM strategy as set out in 7.3.3? 

Li
ce

ns
ed

 C
op

y:
 r

oy
al

su
n 

ris
kc

on
tr

ol
, R

oy
al

 S
un

 A
lli

an
ce

 E
ng

in
ee

rin
g,

 1
6 

M
ay

 2
00

3,
 U

nc
on

tr
ol

le
d 

C
op

y,
 (

c)
 B

S
I



PAS 56:2003 

 
34  © BSI 24 March 2003 

— Has the organization identified key roles, accountabilities, responsibilities and 
authorities within its process level BCM strategy? 

— Has the selected process level BCM strategy(ies) been fully evaluated to ensure it is fit-
for-purpose and capable of working within the required timescales? 

B.4.3 Resource recovery BCM strategy 

— Does the organization have a clearly defined, documented and approved resource 
recovery BCM strategy? 

— Does the resource recovery BCM strategy incorporate the resource recovery requirement 
from the BIA? 

— Does the organization’s resource recovery BCM strategy achieve the outcomes of a 
resource recovery BCM strategy as set out in 7.4.3? 

— Have the key roles, accountabilities, responsibilities and authorities within the resource 
recovery BCM strategy been clearly defined and documented? 

— Has the resource recovery strategy been fully evaluated to ensure it is fit-for-purpose 
and capable of working within the required timescales? 

— Have both technical (e.g. IT, telecommunications, WAR, specialist services) and non-
technical (e.g. people and equipment) issues been considered within the resource recovery 
BCM strategy? 

— Has the internal sourcing and outsourcing of products and services been included within 
the resource recovery BCM strategy? 

B.5 Developing and implementing BCM plans 

B.5.1 Business continuity plan 

B.5.1.1 General 

— Does the organization have a clearly defined, up-to-date, fit-for-purpose and approved 
BCP(s) for all its MCAs? 

— Does the BCP reflect the most up-to-date BIA, business impact resource recovery 
requirements and RA? 

— Does the BCP establish a clearly predefined BCM response (solutions, resumption and 
recovery) following a business disruption, interruption or loss of the organization’s MCAs 
from the initial response to the point at which normal business operations are resumed? 

B.5.1.2 BCM planning 

— Does the organization have a clearly defined, documented and approved BCM planning 
process framework? 

— Does the organization’s BCM planning process achieve the outcomes of the BCM 
planning process set out in 8.2.3? 

— Is the organization’s BCM planning process primarily concerned with its MCAs? 

— Is the planning process coordinated with the organization’s service or product sourcing 
(outsourcing and internal sourcing) providers? 

— Is the organization’s BCM planning process integrated and coordinated with other parts 
of the organization e.g. geographically (departments, sites, etc.)? 

— Are BCP templates, frameworks, sample plans or minimum standards available for 
reference and to provide a standardized BCM planning approach? 
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B.5.1.3 Emergency BCM response procedures 

— Does the BCP provide a clearly defined, up-to-date and fit-for-purpose BCM emergency 
response? 

— Does the BCP provide a clearly defined process to ensure there are links to other 
organizations e.g. emergency services, or suppliers that may be involved in the recovery and 
restoration process? 

B.5.1.4 Notification, invocation and escalation 

— Does the BCP have a clearly defined and structured up-to-date and fit-for-purpose BCM 
notification, invocation and escalation process? 

— Has the effective capability of the notification, invocation and escalation process been 
demonstrated and proven via exercising and/or invocation? 

B.5.1.5 Roles, accountability, responsibility and authority 

— Is the role of organization’s executive or senior management during a BCM incident 
clearly defined, approved and documented? 

— Does the BCP clearly define the BCM roles and their accountability, responsibility and 
authority? 

— Has each BCP role been assigned to a principal and an alternate individual, should the 
principal be incapacitated or otherwise unavailable? 

B.5.1.6 Key supporting information 

— Does the BCP contain either mandatory instructions, advice, process, procedure or 
guidelines concerning key supporting information? 

B.5.1.7 People issues 

— Does the BCP contain either mandatory instructions, advice, process, procedure or 
guidelines concerning casualties and fatalities? 

— Does the BCP contain mandatory instructions, advice, process, procedure or guidelines 
concerning confidential staff counselling and staff welfare, e.g. consideration of personal 
belongings, travel and relocation issues? 

B.5.1.8 Communication 

— Does the BCP contain mandatory instructions, advice, process, procedure or guidelines 
concerning internal and external communications? 

B.5.1.9 Documentation, forms and checklists 

— Does the BCP have an up-to-date task list that clearly identifies both mandatory and 
discretionary tasks together with the individuals accountable or responsible for their 
completion within an allocated timeframe? 

— Does the BCP provide an auditable process for tracking and recording the completion of 
the BCP task list after the plan has been invoked and any additional on-going tasks? 

— Does the BCP provide up-to-date (internal and external) contact lists (e.g. for key and 
alternate staff, suppliers, stakeholders, etc.)? 

— Has a current list of key service providers, suppliers and other third-party sourcing 
contacts been identified and documented within the BCP? 

— Does the BCP provide a situation management and decision log template? 
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B.5.1.10 External bodies and organizations 

— Has an Emergency Services Liaison Officer been appointed? 

— Have statutory/regulatory/official agencies been identified and included in the 
organization’s BCM planning process? 

— Does the BCP provide clearly defined coordination procedures for local authorities, 
service utilities and other relevant public authorities? 

B.5.1.11 Media and public relations 

— Does the BCP provide a clearly defined process for dealing with the media and public 
relations during a BCM situation? 

B.5.2 Resource recovery and solutions plan 

B.5.2.1 General 

— Have the “owners” of the organization’s MCAs and dependencies developed and 
implemented BCM solutions within their BCM strategy or plan to achieve the RTO, RPO 
and LBC of their MCAs? 

— Does the resource recovery and solutions plan achieve the resource recovery and 
solutions plan outcomes as set out in 8.3.3? 

B.5.2.2 Insurance 

— Are all BCM insurance policies and their coverage limits reviewed regularly for 
adequacy and cost benefit? 

B.5.2.3 People 

— Does the BCP clearly identify key members of staff (according to their skills, 
knowledge, organizational role and experience) and a process or strategy to ensure their 
availability? 

B.5.2.4 Work area recovery (WAR) 

— Has a WAR strategy for MCAs and their support activities been developed and 
documented within the BCP? 

— Is the WAR site located at least 800 metres (based on a large vehicle bomb) from the 
site of the incident, so as not to be affected by the same incident? 

— Is the level of specialist service support required to enable the use of the WAR site and 
its services clearly identified within a service contract or SLA? 

B.5.2.5 Information technology 

— Has an information technology resumption and recovery strategy for MCAs and their 
dependencies been developed and clearly documented within the BCP? 

— Does the BCP clearly identify that the technical recovery site is located at least 800 
metres (based on a large vehicle bomb) from the site of the incident, so as not to be affected 
by the same incident? 

— Have the business owners of the MCAs and the technical and/or specialist third party 
service providers successfully tested the resumption and/or recovery of the IT systems? 

B.5.2.6 IT software 

— Does the BCP provide a clear inventory of all IT systems software necessary for the 
BCM of MCAs to achieve their BCM RTO, RPO and LBC objectives? 
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— Does the BCP provide clear details of specialist software configuration(s) and a process 
for its restoration, including licensing arrangements? 

— Have arrangements been made to place specialist software in escrow? 

— Have the business owners of the MCAs and technical and/or specialist third party 
service providers successfully tested the resumption and/or recovery of the IT software 
systems? 

B.5.2.7 Telecommunications 

— Has a telecommunications recovery strategy for MCAs been developed and clearly 
defined within the BCP? 

— Have the business owners of the MCAs and suppliers and/or specialist third party 
service providers successfully tested the resumption and/or recovery of the 
telecommunications systems? 

B.5.2.8 Data 

— Does the organization have clearly defined backup procedures for all applications, 
hardware and data (both electronic and paper, e.g. records, unique records or documents) 
necessary to support MCAs? 

— Does the organization have clearly defined recovery and restoration processes and 
procedures in place for all data (both electronic and paper , e.g. records, unique records or 
documents) necessary to support MCAs? 

— Have the business owners of the MCAs, technical staff, WAR providers and specialist 
third-party data storage providers successfully tested the recovery and restoration of vital 
records (both electronic and paper)necessary to support MCAs? 

— Can vital records (both electronic and paper) necessary to support MCAs and their 
dependencies be recovered simultaneously at more than one WAR site if required? 

B.5.2.9 Equipment 

— Does the BCP provide clear details and a list of equipment e.g. photocopier, 
manufacturing machinery, etc. needed for MCAs? 

B.5.2.10 BCM service providers 

— Is the level of specialist BCM service required to enable the use of a WAR site or other 
services clearly identified and documented within the service contract and/or SLA, and a 
copy placed in the BCP? 

— Does the BCP provide clear details and a process for the initiation and progressing of 
recovery, restoration and salvage service by specialist BCM service suppliers? 

B.5.2.11 Security 

— Do the BCM solutions within the BCP have appropriate physical security and 
environmental controls? 

B.5.2.12 Business processes 

— Does the BCP provide clear details and a process for recovering MCA work in progress? 

— Does the BCP provide clear details and a process concerning work backlog processing? 

— Does the BCP provide clear details and a process for the provision of manual operations 
and fallback solutions and related activities to achieve MCA RTOs and RPOs wherever gaps 
exist between IT resumption and/or recovery capabilities and BCM needs? 
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B.5.2.13 Change management 

— Does the organization have a clearly defined change control process to ensure BCM 
requirements and selected BCM solutions are maintained in an up-to-date and fit-for-
purpose status? 

B.5.2.14 Sourcing (internal and outsourcing) 

— Does the organization maintain a schedule of its sourced (internal or outsourced) 
MCAs? 

— Does the organization’s BCM policy clearly define that an outsourced or internal 
provider of MCAs should have a verifiable, fit-for-purpose and demonstrated BCM 
capability? 

— Does the organization have a clearly defined due diligence process to verify and validate 
that outsourced or internal providers of MCAs have a fit-for-purpose and demonstrated 
BCM capability in respect of each MCA? 

— Does the organization have a clearly defined and documented structure to “relationship 
manage” any sourcing of its MCAs? 

— Does the organization have a supplier exit strategy or plan, i.e. the capability to switch 
the provision of the MCA to another outsourcer or to internal provision, to cover the 
complete failure of any contract or SLA for each of its sourced MCAs? 

— Does the sourcing contract and/or SLA of the organization’s sourced MCAs include a 
right by the organization to audit the BCM capability and resilience of the supplier against 
predefined and agreed BCM standards (e.g. within RTOs, RPOs and to the minimum LBC)? 

— As a part of the organization’s due diligence process of the sourcing of its MCAs, does 
the organization regularly receive certified copies of the supplier’s own internal BCM 
exercising reports and action plans? 

B.5.3 Crisis management 

B.5.3.1 Crisis management planning 

— Does the organization have a clearly defined, documented and approved crisis 
management framework? 

— Are professionally qualified crisis management practitioners involved in the planning 
process? 

B.5.3.2 Crisis management plans 

— Does the organization have a clearly defined, up-to-date, fit-for-purpose and approved 
crisis management plan (CMP)? 

— Does the organization’s CMP achieve the outcomes of a CMP as set out in 8.4.3? 

B.5.3.3 Emergency procedures 

— Does the CMP clearly set out and document emergency evacuation procedures; other 
staff and building safety procedures; evacuation and assembly points for different types of 
incident (e.g. fire or bomb) and their testing programme? 

B.5.3.4 Control and coordination centres 

— Does the CMP provide a clearly defined control and coordination organization structure 
to manage an incident? 

— Has the effective capability of the control and coordination centre(s) been demonstrated 
and proven via exercising and/or invocation? 
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B.5.3.5 Notification, invocation and escalation 

— Does the CMP have a structured up-to-date, fit-for-purpose and approved incident 
notification, invocation and escalation process? 

— Has the effective capability of the notification, invocation and escalation process been 
demonstrated and proven via exercising and/or invocation? 

B.5.3.6 Roles, accountability, responsibility and authority 

— Is the role of the organization’s executive or senior management during an incident 
clearly defined, agreed and documented? 

— Does the CMP clearly define the organization’s crisis management roles, 
accountabilities, responsibilities and authorities? 

— Has each CMP role been assigned to a principal and an alternate individual should the 
principal be incapacitated or otherwise unavailable during an incident?  

B.5.3.7 Key supporting information 

— Does the CMP contain either mandatory instructions, advice, process, procedure or 
guidelines concerning key supporting information? 

B.5.3.8 People issues 

— Does the CMP contain either mandatory instructions, advice, process, procedure or 
guidelines concerning casualties and fatalities? 

— Does the CMP contain either mandatory instructions, advice, process, procedure or 
guidelines concerning confidential staff counselling and staff welfare, e.g. consideration of 
personal belongings, travel and relocation issues? 

B.5.3.9 Communication 

— Does the CMP contain mandatory instructions, advice, process, procedure or guidelines 
concerning internal and external communications? 

B.5.3.10 Documentation, forms and checklists 

— Does the CMP have an up-to-date task list that clearly identifies both mandatory and 
discretionary tasks together with the roles accountable or responsible for their completion 
with an allocated timeframe? 

— Does the CMP provide an auditable process for tracking and recording the completion 
of the CMP task list(s) after the plan has been invoked? 

— Does the CMP provide up-to-date (internal and external) contact lists (e.g. for key and 
alternate staff, suppliers, stakeholders)? 

— Does the CMP provide a crisis management and decision log template? 

B.5.3.11 External bodies and organizations 

— Has an individual been clearly identified and appointed to the role of emergency 
services liaison officer within the CMP? 

— Does the CMP provide clearly defined and documented coordination procedures for 
local authorities, utility services and other relevant public authorities? 

B.5.3.12 Media and public relations 

— Does the CMP contain a clearly defined media and public relations strategy and plan? 

— Does the CMP clearly identify and unambiguously describe stakeholders and interest 
groups? 
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B.6 Building and embedding a BCM culture 

— Does the organization have a clearly defined, published and approved BCM vision and 
policy statement? 

— Does the organization’s awareness, training and cultural development programme 
achieve the outcomes set out in 9.1.3? 

— Have the BCM policy, principles and programme been communicated throughout the 
organization? 

— Does the organization’s executive or senior and middle management proactively 
demonstrate its support and strong commitment to the organization’s BCM vision, policy 
and programme? 

— Are the implementation and maintenance of the organization’s BCM policy and 
principles strictly monitored and evaluated? 

— Are BCM roles, accountabilities, responsibilities and authorities clearly defined and 
documented within job descriptions at all levels of the organization? 

— Is BCM integrated with the organization’s reward and recognition system? 

— Is BCM integrated with the organization’s performance management and appraisal 
system? 

— Does the organization have clearly defined and documented KPIs for BCM? 

— Is BCM an integral part of the organization’s change management process? 

— Is BCM integral part of the organization’s project management process? 

— Does the organization have a formal BCM awareness or induction training programme 
for all new and existing managers and staff? 

B.7 Exercising, maintenance and audit 

B.7.1 Exercising 

— Does the organization have a clearly defined, documented and approved BCM 
exercising cycle and programme? 

— Does the organization’s BCM exercising programme achieve the outcomes of a BCM 
exercising programme as set out in 10.1.3? 

— Is a “live” exercise(MCA) run in a “business as usual” context for one week every six 
months at the WAR location? 

— Is the six monthly “live” BCM exercise coordinated, integrated and linked with other 
organizations’ stakeholders and regulators? 

— Does the organization have a clearly defined, documented and approved standardized 
exercise contract that must be approved and signed-off by the exercise sponsor and other 
participants prior to each scheduled exercise? 

— Does the organization’s exercising, rehearsal and testing programme provide for various 
methods, types and techniques of exercising, rehearsal and testing? 

— Does the frequency of BCM and crisis management exercising, rehearsal and testing 
reflect the nature, scale, complexity, culture and operating environment of the organization? 

— Does the organization use professionally qualified practitioners to plan and facilitate 
BCM and crisis management exercises, rehearsals and tests? 
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— Does the organization provide clearly defined, documented and approved exercising, 
rehearsal and testing guidelines? 

— Does the organization have a clearly defined, documented and approved process to 
verify that the business continuity competence and capability is being exercised in line with 
the organization’s BCM exercising programme? 

— Does the organization have a clearly defined, documented and approved process to 
provide a standardized post-exercise, rehearsal and/or testing evaluation report?  

— Does the organization have a clearly defined and documented post exercise process to 
provide an approved, prioritized, time-scaled action plan to implement lessons learned, 
changes and amendments as identified within the recommendations of the post-exercise 
report? 

B.7.2 Maintenance 

— Does the organization have a clearly defined, documented and approved BCM 
maintenance cycle and programme? 

— Does organization’s BCM maintenance programme achieve the outcomes of a BCM 
maintenance programme as set out in 10.2.3? 

— Does the organization’s BCM maintenance programme cover the whole of the 
organization’s BCM capability and not solely BCP(s)? 

— Does the frequency of the BCM management maintenance programme reflect the 
nature, scale, complexity and culture of the organization including its operating 
environment, risk profile and risk appetite? 

— Does the organization have a clearly defined, documented and approved process for 
escalating BCM non-compliance issues as highlighted by individuals, exercising reports, 
assurance report and/or audit findings or situations? 

— Does the organization have a clearly defined and documented BCM maintenance 
process to ensure the BCM competence and capability of sourcing suppliers (internal or 
outsourced providers) of MCAs is effective and fit-for-purpose (as defined in contractual 
terms and conditions or SLAs)? 

— Does the organization have a clearly defined, documented and approved BCM 
maintenance process to ensure the BCM competence and capability of suppliers of BCM 
specialist services (internal or outsourced providers) concerning the organization’s MCAs is 
effective and fit-for-purpose (as defined in contractual terms and conditions or SLAs)? 

— Is there a clearly defined, documented and approved process within the BCM and CMP 
to provide an approved and time-scaled action plan to implement lessons learned, changes 
and amendments to the organization’s BCM and/or crisis management capability as 
identified within either a BCM or crisis management exercise, audit or assurance report? 

— Does the organization’s BCM and crisis management maintenance process provide a 
clearly defined, documented and approved procedure to ensure that all changes to the BCM 
strategy and/or BCP are reflected in the BCM exercising, training and awareness 
programmes? 

B.7.3 Audit 

— Does the organization have a clearly defined, documented and approved BCM audit 
cycle and programme? 

— Does organization’s BCM audit process achieve the outcomes of a BCM audit process 
as set out in 10.3.3? 
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— Does the organization’s audit policy clearly define the minimum level of frequency and 
the triggers at which the organization’s BCM and crisis management capability should be 
audited? 

— Are the terms of reference and details of a BCM audit clearly defined and documented 
in the audit contract? 

— Does the audit contract clearly identify any external or other professional assistance 
needed to perform the audit? 

— Is a prioritized and signed-off audit opinion report produced after each audit? 

— Is a prioritized and signed-off BCM or crisis management action plan to address issues 
identified during an audit prepared and implemented after each audit, with a specific 
timescale? 
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Annex C (informative) 
Frequency and triggers 

 
Whilst the various components of a BCM programme should be reviewed on an ongoing basis, the 
frequency and triggers that determine when they should be reviewed or audited is dependent upon 
the nature, scale and complexity of the organization, based on its business risk profile, risk appetite 
and the environment in which it operates. 

Good practice indicates that subject to the aforementioned conditions, and following the initial 
introduction of a BCM programme, a formal review or audit should be carried out, at a minimum, 
every 12 months unless there are major business changes including: 

— redefinition of business strategy or objectives; 

— relocation; 

— large scale change in staff numbers or office densities; 

— initial outsourcing or internal sourcing of MCAs; 

— changes to key suppliers (internal and/or outsourced providers); 

— process re-design; 

— development of new business line(s), product(s) or service(s); 

— a merger; 

— an acquisition; 

— significant changes in the key technology and/or telecommunications systems or 
networks; 

— significant changes in the regulatory or legal environments; 

— a BCM incident; 

— changes in BCM strategy and/or scope; 

— developments in BCM solutions. 
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